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Approved:


L. Gale Buckner, Commissioner


APPLICABILITY:
All DJJ and privatized staff
DIRECTIVE:
A. The nature and content of active internal investigations are strictly confidential and shall not be discussed with anyone other than the investigator or as authorized by management staff directly involved in the investigation or its process. 
B. All employees and privatized staff must read and sign the Investigation Confidentiality and Privacy Acknowledgement (see below) by June 1, 2012.  The Acknowledgement will be filed in the employee’s local personnel file.  

C. Employees will not tape, record, or monitor conversations or meetings occurring in person or otherwise between or among persons employed by the Department of Juvenile Justice.  The Ethics Officer, in consultation with the Office of Legal Services may authorize such taping, recording or monitoring of work-related and specifically approved conversations or meetings on a case-by-case basis. 

D. The Office of Investigations may record interviews during the investigative process. 

E. Employees, other than those authorized in the Office of Investigations, will not tape, record, or monitor conversations or meetings occurring in person or otherwise between or among persons employed by the Department of Juvenile.  The Ethics Officer (if not the Director of Legal Services), in consultation with the Office of Legal Services may authorize such taping, recording or monitoring of work-related and specifically approved conversations or meetings on a case-by-case basis. 
F. Employees are prohibited from blogging, posting, placing or having posted or placed by a third party confidential and/or sensitive information submitted to the Department of Juvenile Justice for the performance of its duties on ANY social media/networking site.  This includes postings (comments, photos, documents, audios, videos, etc.) on social media sits such as Facebook, Twitter, Flickr, LinkedIn, YouTube, MySpace, etc.

G. Employees will obey all laws of the State of Georgia, including traffic laws and city/county ordinances.  This includes the use of safety restraining devices by the driver and all passengers, including youth under the care of the Department.  Employees will not text and drive. 
H. Co-habitation and intimate, romantic, or sexual relationships between a manager/supervisor and a subordinate staff member, through any line of authority are prohibited due to the potential for such relationship to create an actual or perceived conflict of interest. 

I. All pictures, audios or videos recorded, collected, captured, or stored by an employee during an employee’s employment, which are related to any official Department business, are the property of the Department whether the employee utilized departmental equipment or equipment owned by the employee or another person.  The employee shall ensure that digital data collected as evidence or digital data that has or may have evidentiary value is treated, collected, stored, and documented as evidence in accordance with chain of custody standards in DJJ 8.42, Crime Scene Preservation.  The storing of digital data that was collected as evidence shall not be saved on personally owned digital equipment or in any other manner, once it has been properly saved and logged as evidence. 
J. All pictures, audios or videos recorded, collected captured or stored by an employee during the employee’s employment, which are related to any official Department business, shall not be forwarded or provided in any manner to any person without the approval of the Director of Investigations or the Office of Legal Services. 

K. Personally owned equipment used to collect digital data related to any official Department business may be considered evidence and the equipment or its contents may be inspected, seized or held as evidence as necessary. 

INSTRUCTIONS:

DJJ Policy Manual
Place this directive behind DJJ 3.10, Standards of Conduct and Ethics, DJJ 6.6, Blogs/Web Diaries, and DJJ 21.2  and print the policy. 
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INVESTIGATOIN CONFIDENTIALITY AND PRIVACY 

ACKNOWLEDGEMENT
1. Unless specifically authorized by      , you may not discuss any information regarding any incident that is the subject of an ongoing criminal investigation with any person except for:  (A) agents of the investigating law enforcement agency; and (B) investigators assigned to the Department of Juvenile Justice (DJJ) Office of Investigations, or (C) the Office of Legal Services.  

If you violate this directive, you may undermine or interfere with that ongoing criminal investigation.

2. Unless specifically authorized by      , you may not discuss any information regarding any incident that is the subject of an ongoing DJJ investigation with any person except for investigators assigned to the DJJ Office of Investigations or the Office of Legal Services.  
If you violate this directive, you may undermine or interfere with that ongoing internal investigation.

3. Unless specifically authorized by      , you may not discuss any privileged or confidential information regarding youth with any person except for:  (A) other DJJ employees when necessary for the job; and (B) investigators assigned to the DJJ Office of Investigations, and (C) the Office of Legal Services.  

“Privileged or confidential information regarding youth” includes information contained in: 
· Youth case records; 
· Juvenile court records; 
· Youth educational records; and 
· Youth medical records.
4. You must direct any media inquiries to the Director, DJJ Office of Communications, at 404-508-7238.  Further, you must not speak on behalf of the Department without prior approval of the Director of Communications.
I acknowledge that I have read this directive.  I understand that if I violate this directive, I may be subject to disciplinary action, up to termination. 

     _________________________

Employee (Print Name)

______________________________




_______________________
Employee’s Signature






Date
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AN EQUAL OPPORTUNITY EMPLOYER
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